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Introduction

This report presents the findings of a Fullscope malicious URL investigation

conducted as part of SOC Analyst exercise. The investigation was initiated in response to

a simulated phishing email campaign targeting organizational employees through a chain
of malicious URLs. The primary objective was to trace each target URL from its surface
level presentation to its underlying infrastructure, correlate all identified threat indicators,

and produce a structured intelligence report reflecting professional SOC methodology.

A total of 21 target URLs were investigated across five analytical phases: Initial
Analysis, Deep Analysis, Technique Identification, Risk Assessment, and Reporting. Each
target was approached with a consistent scanning workflow Virus Total was executed first
on every target to establish a vendor detection baseline and gather metadata, followed by
Shodan for infrastructure and host profiling, and ANY.RUN for dynamic sandbox

execution where applicable. This sequence is preserved throughout the report.




Target 1 https://informacoeslimpabrasil2026.netlify.app/

This URL serves as the primary entry point of the phishing campaign. Hosted on
Netlify's platform, it exploits the trusted reputation of a major cloud provider to reduce the
detection by automated security systems. The domain name is constructed in Brazilian
Portuguese and translates loosely to "limpa brasil 2026 information," mimicking the

branding of a legitimate Brazilian civic or financial service. Netlify's automatic HTTPS

provisioning means the page is served over a valid TLS certificate, further lending it a false

appearance of legitimacy to unsuspecting users.

Virus Total Analysis

Virus Total analysis of the Netlify URL returned a detection ratio of 2 out of 95 vendors,
with ADMINUSLabs classifying it as malicious and ESET identifying it as a phishing
page. The HTTP status code at time of analysis was 404, indicating that the page had been
taken down or rotated a common operational security practice in active phishing campaigns

to limit exposure after the initial wave of targeted emails has been delivered.

Z a  https://informacoes-limpabrasil2026.netlify.app/

https:/finformacoes-limpabrasil2026.netlify.app/ Status Content type Last Analysis Date
infort es-limpabrasil2026.netlify.app 404 text/html 1dayago
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Security vendors' analysis & Do you want to automate checks?
ADMINUSLabs
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Figure 1.1: VirusTotalinformacoeslimpabrasil2026.netlify.app (2/95 Detections)




Z a,  https://informacoes-limpabrasil2026.netlify.app/

First Submission 2026-04-05 13:56:29 UTC
Last Submission 2026-04-06 07:19:32 UTC
Last Analysis 2026-04-06 07:19:32 UTC

HTTP Response ©

Final URL
https://informacoes-limpabrasil2026.netlify.app/

Serving IP Address
08.84,224,111

Status Code
404

Body Length
3.09KB

Figure 1.2: VirusTotal DetailsServing IP 98.84.224.111 and Submission History

Shodan Infrastructure Analysis

Shodan analysis of the serving IP address 98.84.224.111 confirmed the host as an
Amazon Web Services EC2 instance operating within the useastl region, registered to
Amazon Data Services NoVa under ASN AS14618. The host presents open ports 80 and
443, corresponding to standard HTTP and HTTPS services, and carries the hostnames
€c29884224111.computel.amazonaws.com and netlify.app. This confirms that the
phishing entry point leverages shared Netlify infrastructure, meaning that blocking this IP
would also affect legitimate Netlifyhosted content. The threat actor has deliberately chosen

this hosting environment to complicate [Plevel blocking responses.
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Figure 1.3: ShodanIP 98.84.224.111 (Netlify/AWS EC2 Infrastructure)

ANY.RUN Sandbox Analysis

Dynamic analysis of the URL in the ANY.RUN interactive sandbox was conducted
on April 8, 2026 at 08:04 UTC. The sandbox environment simulated a Windows 10 64bit
system with Microsoft Edge as the primary browser process (msedge.exe, PID 2576).
Execution completed in 38 seconds, during which 18 processes were spawned. The

sandbox's initial verdict was "No threats detected," representing a deliberate false negative

produced by the phishing page's use of legitimate cloud infrastructure and HTTPS

encryption, which bypasses signaturebased detection. Network activity during execution
recorded 43 HTTP requests, 39 DNS queries, and 42 TCP/UDP connections, with one
threat indicator flagged.




IO https:/informacoes-limpabrasil2026.netlify.app/
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Figure 1.4: ANY.RUN Sandbox Overviewlnitial URL Submission and Process List

Network activity Add for printing

43

HTTP requests

PID Process Method HTTP Code IP URL CN Type Size Reputation

msedge.exe GET 200 150.171.27.11:443 htps://edge. microsoft.com/extensionwebstorebase/vi/c unknown 413b whitelisted
rx?os=win&arch=x64&0s_arch=x86_64&nacl_arch=x86-
64&prod=edgecrx&prodchannel=&prodversion=133.0.306
5.92&lang=en-
US&acceptformat=crx3,puff&x=id%3Djmjflgjpcpepeafmm
gdpfkogkghcpiha%26v%3D1.2.1%26installedby%3Dother
%26uc%26ping%3Dr%253D110%2526e%253D1

msedge.exe 142.251.110.94:443 htips://update.googleapis.com/service/update2/json? unknown m 891b
cup2key=14:z1GJAw94StcXadMWwgzKSVONWoUFYWTN
e1XDIotXxek&cup2hreq=7aeb831e6902f99aa2f8bc2c498
20b211409faa7f59¢cf5060fab49cacacd2214

msedge.exe 150.171.27.11:443 htps://edge. microsoft.com/entityextractiontemplates/ap unknown 267 b
i/v1/assets/find-assets?
name=domains_config_gz&version=3.* *&channel=stable
&key=d414dd4fodb345faB003e32adc81b362

Figure 1.5: Network Activityinformacoeslimpabrasil2026.netlify.app (43 HTTP, 39 DNS, 1
Threat)




Target 2 https://walletedinar.com/

walletedinar.com represents the primary credential harvesting domain within this
campaign and carries the highest VirusTotal detection ratio of any URL in the phishing

chain. The domain name is designed to evoke associations with digital financial servicesa
deliberate social engineering choice targeting users who may be expecting communication
from a payment or wallet platform. The HTTPS variant of this domain is the principal
phishing endpoint toward which victims are funneled following the initial Netlify redirect.

VirusTotal Analysis

VirusTotal analysis of the HTTPS variant of walletedinar.com returned a detection
ratio of 19 out of 95 vendors, making it the most widely flagged URL in the campaign. The
detecting vendors include ADMINUSLabs, BitDefender, ESET, Fortinet, Sophos,
Netcraft, and Webroot a crosssection of both reputationbased and heuristic security
engines. The content type returned was image/png with an HTTP status of 200, indicating
that the page was actively serving content at the time of analysis. The full vendor
breakdown confirms that this domain is recognized as a phishing infrastructure by all major
commercial security platforms.

Zl o httpi/fwalletedinar.com/

DETAILS COMMUNITY

Security vendors' analysis (D

ADMINUSLabs BitDefender
Chong Lua Dao T Cluster25
CRDF al CyRadar

ESET Forcepoint ThreatSeeker

Figure 2.1: VirusTotalwalletedinar.com HTTPS (19/95 Phishing Detections)




ANY.RUN Sandbox Analysis

Sandbox analysis of walletedinar.com produced 39 HTTP requests, 47 DNS queries,
and 52 TCP/UDP connections, with one threat indicator recorded. The network activity
pattern is consistent with a credentialharvesting page that loads external resources to render
a convincing login form. The HTTP request detail captured during the sandbox session
reveals the specific resources fetched by the browser during page rendering, confirming
active content delivery at the time of analysis.

|Network activity | @ Addforpriming

39 52

HTTP requests

PID Process Method HTTP Code IP URL CN Reputation

7876  msedge.exe GET 304 150.171.27.11:443 https://edge.microsoft.com/abusiveadblocking/api/v1/bl  unknown
ocklist

5276  MoUsoCoreWork 304 40.127.240.158:443 htps://settings- unknown
erexe win.data microsoft.com/settings/v3.0/OneSettings/Client
?

OsVersionFull=10.0.19045.4046.amd64fre vb_release 19
1206-14D6&LocalDevicelD=s%3ABAD99146-31D3-4ECE-
AlA4-
BE76F32BASDA&FlightRing=RetsilBAtDataVer=186805
UlLocale=en-
US&OSSkuld=4B&App=WOSCEAppVer=2lsFlightingEnabl
ed=0&TelemetryLevel=1&DeviceFamily=Windows.Deskio
P

msedge.exe 150.171.28.11:80 http://edge.microsoft.com/browsemetworktime/time/1/c  unknown
urrent?cupzkey=2:GknOmAvyNZZ-
FZ1HOD38HOXBbvUVVJKEWS3FTNOHVUEcupZhreg=e3b
0c44298fc1c149afbf4cB996fb92427ae414649b934ca4
95991b7852b855

MolUsoCoreWork 40.127.240.156:443 hutps://settings- unknown

erexe win.data microsoft.com/settings/v3.0/wsd/muse?
ProcessorClockSpeed=3094&Flightids=&Update0ffersdD
ays=4294967295&BranchReadinessLevel-CBROEMManu
facturerName=DEL L &IsCloudDomainJoined=D&Processo
ridentifier=AMDG4%20F amily%2023%20Model% 201 %205
tepping%202&sku=48&ActivationChannel=Retzil2AttrDat
aVer=186&IsMDMEnrolled=D&ProcessorCores=6&Proces
sorModel=AMD%20Ryzen%205%203500%206-
Core%2 &TotalPhysical 144&PrimaryDis
kType=4294967295&Fligh h &ChassisTyp
eld=180EMModelNumber=DELL&SystemVolumeTotalCa
pecity=260281 leld=052714878deviceCl d
ows Deskiop&App=muse&DisableDualScan=0&AppVer=1

Figure 2.3: Network Activitywalletedinar.com (39 HTTP, 47 DNS, 1 Threat)

f. SHODAN Explore Downloads Pricing &

51 l1 24l78'1 46 [3 Regular View | >_ Raw Daia D ﬁrr;eLi;\e w & Whois

// TAGS: cloud

@® General Information

// 443 /7TCP

Microsoft HTTPAPI hitpd >

westeurope
AzureCloud
Netherlands
Amsterdam
Microsoft Limited UK

SSL Certificate
Microsoft Corporation

AS8075

‘Windows

Figure 2.4: HTTP Request Detailwalletedinar.com Traffic
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Target 3 https://skillwicked.cc/

skillwicked.cc functions as the attack resource server within this campaign,
responsible for serving the CSS stylesheets, images, video content, and JavaScript libraries
that render the phishing pages delivered to victims. Rather than hosting the credential form
itself, this domain acts as the content delivery backbone of the attack infrastructure. It is
proxied through Cloudflare's CDN, which conceals the true origin IP address and provides
the domain with Cloudflare's Universal SSL certificate, lending it an additional layer of
apparent legitimacy.

VirusTotal Analysis

VirusTotal analysis of skillwicked.cc returned a relatively low detection ratio of 3
out of 95 vendors. However, this figure is misleading in isolation: the domain's true
significance is revealed through dynamic sandbox analysis, which recorded 9 threat
indicators during execution the highest threat count of any domain in the campaign. The
low static detection ratio reflects the effectiveness of Cloudflare proxying in obscuring the
domain's malicious nature from reputationbased scanning engines that have not yet updated
their threat databases to include this infrastructure.

Z Q. https://skillwicked.cc/

https://skillwicked.cc/
skillwicked.cc

text/html external-resources

DETECTION DETAILS COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Security vendors' analysis

Chong Lua Dao Forcepoint ThreatSeeker
SOCRadar alphaMountain.ai
CyRadar @ Spam Fortinet

Gridinsoft (i) suspicious Abusix

Figure 3.1: VirusTotalskillwicked.cc (3/95 Detections)




Shodan Infrastructure Analysis

The serving IP address identified for skillwicked.cc is 172.67.209.143, a Cloudflare
CDN node. Shodan analysis of this IP confirms its role as a Cloudflare proxy, which means

that the true hosting origin of skillwicked.cc is hidden behind Cloudflare's infrastructure.

1 72 -67 -209 - 1 43 O RegularView >_RawData ‘D Timeline & Whois

/#/ TAGS: |ean

@ General Information

United States
San Francisco
Cloudflare, Inc.
Cloudflare, Inc.

AS13335

B web Technologies

CDN

Cloudflare

// 443/ TCP

CloudFlare

Figure 3.2: ShodanIP 172.67.209.143 (Cloudflare CDN for skillwicked.cc)

ANY.RUN Sandbox Analysis

Dynamic analysis of skillwicked.cc produced 54 HTTP requests, 76 DNS queries, and 72

TCP/UDP connections, with 9 threats detected the most significant behavioral profile of
any target in this investigation. The HTTP traffic captured during the session includes

requests to skillwicked.cc for CSS stylesheets.




Network activity Add for prnting

54

HTTP requests

PID Process Method HTTP Code IP URL CN Reputation

4136 msedge.exe GET 200 188.114.97.3:443 https://skillwicked.cc/css/styles.css unknown

4136 msedge.exe GET 200 188.114.97.3:443 https://skillwicked.cc/img/video-posterjpg unknown

4136 msedge.exe GET 200 104.16.174.226:443 https://cdn jsdelivr.net/gh/amphetyze/console- unknown
ban/console-ban.min js

2
i

msedge.exe .114.97.3:443 https://skillwicked.cc/video/meods-showcase. mp4 unknown

msedge.exe 17.24.14:443 https://cdnjs.cloudflare.com/ajax/libs/font- unknown
awesome/6.4.0/css/all.min.css

msedge.exe 104.16.174.226:443 https://cdn jsdelivr.net/gh/amphetyze/console- unknown
ban@main/context-menu-ban js

msedge.exe 142.250.186.74:443 https://fonts.googlespis.com/css2? unknown
family=Poppins:wght@300;400;500;600;700&display=swa
p

%
i

msedge.exe 142.251.14.119:443 https://i.ytimg.com,/vi/XfJKp1aZZB4/maxresdefault jpg unknown

msedge.exe 142.250.186.74:443 /fonts.googlespis.com/css2? unknown
family=Montserratital, wght@0,100..900;1,100..900&f amil
y=Poppins:ital wght@0,100;0,200,0,300;0,400;0,500;0,600;
; -1,100;1,200;1,300;1,400;1 500;1,600,1,7
00;1,800;1,900&display=swap

i

msedge.exe 142.251.14.119:443 https/iytimg.com,/vi/p74FhWORcFc/maxresdefaultjpg  unknown

Figure 3.3: Network Activityskillwicked.cc (54 HTTP, 76 DNS, 9 Threats)




Target S https://trzrwalltio.pages.dev/

trzrwalltio.pages.dev is a Cloudflare Pages hosted domain identified as part of the
broader campaign infrastructure. Cloudflare Pages hosting provides the same evasion
benefits observed elsewhere in this campaign: automatic HTTPS, Cloudflare's CDN
infrastructure, and a high trust parent domain (pages.dev) that may bypass reputation based
blocklists, The serving IP is a Cloudflare CDN node hosting the pages.dev infrastructure.
Blocking this IP would impact all Cloudflare Pages sites a deliberate evasion technique.

Virus Total scan results for this target are pending at time of report compilation.
Based on contextual analysis and the domain's structural similarity to confirmed phishing

infrastructure in this campaign, this URL is assessed as HIGH CONFIDENCE phishing.

o https://trzr-wallt-io.pages.dev/

https://trzr-wallt-lo.pages.dev/
trzr-wallt-io.pages.dev

text/html
DETECTION DETAILS COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.

Security vendors' analysis (O

ADMINUSLabs

Figure 5.1: VirusTotal trzrwalltio.pages.dev HTTPS (6/95 Detections)
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// TAGS: |edn

@ General Informat

Figure 5.2: ShodanIP 172.66.47.84 (Cloudflare CDN, San Francisco, CA)
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Network activity

49

PID Process 855 Message

msedge exe Not Suspicious Traffic IMFO [ANY RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy
websites (pages .dev)

msedge.exe Not Suspicious Traffic INFO [ANY.RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy
websites (pages .dev)

msedge exe ET INFO Observed Cloudflare Page Developer Domain (pages dev in TLS SNI)
isc activity

msedge.exe ET INFO DNS Query to Cloudflare Page Developer Domain (pages .dev)

svchost.exe ET USER_AGENTS Microsoft Dr Watson User-Agent (MSDW)

Figure 5.3: ANY.RUN Network Activitytrzrwalltio.pages.dev HTTPS (49 HTTP, 47 TCP/UDP, §
Threats)

Schlangenbac G
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Figure 5.4: ANY.RUN Threats Tablemsedge.exe and svchost.exe Anomalous Traffic




Target 6 http://trzrwalltio.pages.dev

The HTTP variant of trzrwalltio.pages.dev was submitted as a parallel scan target to

the HTTPS version documented in Target 5. As with the walletedinar.com HTTP/HTTPS

pair, analyzing both protocol variants allows for a complete picture of how the domain

responds across connection types. Cloudflare Pages typically redirects HTTP traffic to
HTTPS by default; however, the explicit submission of the HTTP variant is necessary to
detect cases where the threat actor has configured the page to serve different content or

return a different response code under the unencrypted protocol.

This target is assessed as sharing the same infrastructure and threat classification as Target
5. VirusTotal scan results are pending. Both variants should be treated as active indicators
of compromise and blocked at the DNS and perimeter firewall level as part of the

immediate remediation response.

z @ http:/ftrzr-wallt-io.pages.devf

http:/ftrzr-wallt-io.pages.dev/
. page:

DETECTION DETAILS COMMUNITY

Join our Community and enjoy additional communi us an APl key to automate checks.

Security vendors' analysis (7)

ADMINUSLabs alphaMountain.al
BitDefender CyRadar

G-Data t Kaspersky
LevelBlue 4 Sophos

Abusix () Clean Acronis

Figure 6.1: VirusTotaltrzrwalltio.pages.dev HTTP (8/95 Detections)

The HTTP variant shows a slightly higher detection count (8/95) than the
HTTPS version (6/95), suggesting that some reputation engines penalize the

unencrypted protocol variant more aggressively.
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Cloudfare, Inc. /# 80 /TCP
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Figure 6.2: ShodanIP 172.66.44.172 (Cloudflare CDN, San Francisco, CA)

A different Cloudflare CDN node serves the HTTP variant. This IP rotation
across Cloudflare’s shared pool is normal for pages.dev and reflects the anycast

nature of Cloudflare’s network.

| Network activity | @ torprining

43 49

HTTP requests

PID Process Method HTTP Code IP URL CN Size Reputation

msedge.exe GET 304 150.171.28.11:443 https://edge microsoft.com/abusiveadblocking/api/v1/bl  unknown -
ocklist

MolsoCoreWork 2.16.164.49:80 http://erl. microsoft.com/pki/crl/products/MicRooCerAutZ - unknown
erexe 011_2011_03_22.crd

MollsoCoreWork 23.59.18.102:80 http:/fwww.microsoft.com/pkiops/crl/MicSecSerCA2011  unknown
erexe _2011-10-18.crl

msedge exe 150.171.27.11:80 http://edge.microsoft com/browsemnetworktime/time/1/c  unknown
urrent?cupZkey=2:-
y5RYta0XWsU7J53c3ybRARohIdRIMOVHXCATSHHAVKS
cupzhreq=e3b0c44298fc1c149afbf4cB996fh92427aed1e
4649b934ca495991b7852b855

msedge exe 150.171.22.17:443 https://config.edge skype.com/config/v1/Edge/133.0.30  unknown
65.927
clientld=4489578223053569932&agents=Edge%2CEdge
Config%2CEdgeservices® 2CEdgeFirstRun®2CEdgeFirstR
unConfig&osname=: e&channel=stable&
pfre=0&osarch=x86_64&0s 0.19045&wu=1
family=desktop&uma=0&sessi =67 &mngd=0&installd
gte=1661339457&edu=0&soobedate=1504771245&bphin
1=2&fg=1&Ibfgdate=1766135237&lafgdate=0

msedge.exe 150.171.27.11:443 https://edge.micresoft.com/serviceexperimentation/v3/? unknown
win&channel-stable&osver=10.0.19045&devicef
cktnnRinctalldata=16A1230457 2 liantuarcinn. =1

Figure 6.3: ANY.RUN Network Activitytrzrwalltio.pages.dev HTTP (43 HTTP, 49 TCP/UDP, 7
Threats)

Seven threat indicators were captured the highest count among the

Cloudflare Pages targets. The HTTP variant’s lack of TLS encryption allows

Suricata to inspect payload content directly, revealing more indicators.
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PID Process Message

7468 msedge.exe is ivi ET INFO DNS Query to Cloudflare Page Developer Domain (pages .dev)

7468 msedge.exe MFO [ANY.RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy
websites (pages .dev)

msedge.exe MFO [ANY.RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy
websites (pages .dev)

msedge.exe MFO [ANY.RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy
websites (pages .dev)

msedge.exe MFO [ANY.RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy
websites (pages .dev)

msedge.exe i i ET INFO Observed Cloudflare Page Developer Domain (pages .dev in TLS SNI)

svchost.exe ET USER_AGENTS Microsoft Dr Watson User-Agent (MSDW)

Figure 6.4: ANY.RUN Threats Tablemsedge.exe Misc Activity and Dr Watson UserAgent

The ET USER AGENTS Microsoft Dr Watson UserAgent alert on
svchost.exe (PID 8000) matches identical behavior observed in Target 5,

confirming a shared C2 communication pattern across both protocol variants.




Target 7 https://useniodownload.pages.dev/

useniodownload.pages.dev is another Cloudflare Pages hosted domain within the
campaign. The domain name is constructed to suggest an official software or application
download page targeting English speaking users in the United States ("usen"), combined

with "i0"a common suffix associated with technology platforms.

The structural pattern of this domain legitimate cloud hosting combined with an

urgency inducing name that mimics official software distribution places it within the same

campaign family as the other Cloudflare Pages hosted targets. It may serve as a secondary

payload delivery or redirect stage.

VirusTotal, Shodan, and sandbox analysis results are pending. This target should be
treated as active malicious infrastructure until scans are completed and should be blocked

preemptively based on campaign association.

2 o https:/fus-en-io-download.pages.dev/

DETECTION DETAILS COMMUNITY
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Figure 7.1: VirusTotaluseniodownload.pages.dev HTTPS (10/95 Detections)




1 72-66-46-248 O RegularView >_RawData ‘D Timeline @ Whois
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Figure 7.2: ShodanIP 172.66.46.248 (Cloudflare CDN, pages.dev Infrastructure)

Threats

PID Process

1824 msedge.exe

msedge.exe

msedge.exe
msedge.exe
svchost.exe
msedge.exe
msedge.exe
msedge.exe
msedge.exe

msedge.exe

Message

NFO [ANY.RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy
websites (pages .dev)

NFO [ANY.RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy
websites (pages .dev)

ET INFO Observed Cloudflare Page Developer Domain {pages .dev in TLS SNI)
ET INFO DNS Query to Cloudflare Page Developer Domain (pages .dev)

ET USER_AGENTS Microsoft Dr Watson User-Agent (MSDW)

MFO [ANY.RUN] An application monitoring request to sentry .io

MFO [ANY.RUN] An application monitoring request to sentry .io

MFO [ANY.RUN] Possible short link service (t .co)

MFO [ANY.RUN] Possible short link service (t .co)

MFO [ANY.RUN] Possible short link service (t .co)

1

Figure 7.3: ANY.RUN Threats Tablemsedge.exe and svchost.exe Traffic Anomalies

The Possible short link service (t.co) alert on msedge.exe indicates the page

may redirect through Twitter’s URL shortener as an additional evasion layer,

routing victims through a trusted domain before the phishing page.




Target 8 http://useniodownload.pages.dev

The HTTP variant of useniodownload.pages.dev was submitted alongside the
HTTPS version as Target 8. As with the other HTTP/HTTPS target pairs in this
investigation, both protocol variants are tracked independently to capture any behavioral

differences in how the server responds to encrypted versus unencrypted requests. This

target shares the infrastructure and campaign context of Target 7 and 1s assessed at the

same threat level.

The domain is classified as suspected phishing or malware delivery infrastructure
based on its campaign association, Cloudflare Pages hosting, and naming convention

consistent with confirmed malicious domains in this investigation.

a  https/en-uphuuld-walet-us.pages.dev/

https:/fen-uphuuld-walet-us.pages.dev/
en-uphuuld-walet-us.pages.dev

DETECTION DETAILS COMMUNITY
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Security vendors' analysis (3)
ADMINUSLabs BitDefender
G-Data Gridinsoft

Kaspersky LevelBlue

Figure 8.1: VirusTotaluseniodownload.pages.dev HTTP (Detection Summary)
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Figure 8.2: ShodanCloudflare CDN IP (pages.dev Shared Infrastructure)
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Threats I

PID Process

Message

6672 msedge.exe ET INFO DNS Query to Cloudflare Page Developer Domain (pages .dev)

6672 msedge.exe MFO [ANY.RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy

websites (pages .dev)

msedge.exe MFO [ANY.RUM] Cloudflare Pages platform for frontend developers to collaborate and deploy

websites (pages .dev)
msedge.exe MFO [ANY.RUM] Cloudflare Pages platform for frontend developers to collaborate and deploy
websites (pages .dev)
msedge.exe MFO [ANY.RUM] Cloudflare Pages platform for frontend developers to collaborate and deploy
websites (pages .dev)
msedge.exe MFO [ANY.RUM] Cloudflare Pages platform for frontend developers to collaborate and deploy
websites (pages .dev)

msedge.exe MFO [ANY.RUM] Cloudflare Pages platform for frontend developers to collaborate and deploy

websites (pages .dev)

E

msedge.exe ET INFO Observed Cloudflare Page Developer Domain (pages .dev in TLS SNI)

svchost.exe ET USER_AGENTS Microsoft Dr Watson User-Agent (MSDW)

Figure 8.3: ANY.RUN Threats TableProcess and Traffic Anomaly Detail

The absence of TLS allows deeper content inspection, and any additional

threats detected here should be compared with Target 7°s HTTPS sandbox results.




Target 9 https://enuphuuldwaletus.pages.dev/

enuphuuldwaletus.pages.dev is a Cloudflare Pages domain employing aggressive
typographical obfuscation. The term "uphuuld" is a deliberate misspelling of "upload," and
combined with "walet" (misspelling of "wallet") and the "us" geographical suffix, the
domain appears designed to impersonate a wallet upload or fund transfer portal targeting
English speaking users in the United States. The intentional misspelling of common words
is a well documented domain obfuscation technique used to evade keyword based domain

block listing while remaining visually plausible to a victim who reads the URL quickly.

This domain's construction follows the same obfuscation pattern observed across the
campaign's.shop domain variants and Cloudflare Pages infrastructure. It is assessed as a

walletthemed phishing page or credential harvesting endpoint.

’ @ httpsi/fen-uphuuld-walet-us.pages.dev/

https:/fen-uphuuld-walet-us.pages.dev/
en-uphuuld-walet-us.pages.dev

text/htmi
DETECTION DETAILS COMMUNITY

Joln our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Security vendors' analysis

ADMINUSLabs

Figure 9.1: VirusTotalenuphuuldwaletus.pages.dev HTTPS (7/95 Detections)

Nine vendors flagged this typo wallet domain. The misspellings of ‘upload’

and ‘wallet’ are designed to evade keyword based blocklists while remaining

visually plausible to rushing users.
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Figure 9.2: ShodanCloudflare CDN Infrastructure (pages.dev)

Shodan infrastructure analysis confirms Cloudflare CDN hosting consistent
with all other pages.dev targets. The shared CDN model makes infrastructure level

attribution difficult and reinforces the need for domain level blocking.

Network activity

50 45 50

Figure 9.3: ANY.RUN Network Activityenuphuuldwaletus.pages.dev HTTPS




Threats I

PID Process

Message

i
= @
q ¢

i

msedge.exe ET INFO DNS Query to Cloudflare Page Developer Domain (pages .dev)

msedge.exe INFO [ANY.RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy

websites (pages .dev)

msedge.exe INFO [AMY.RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy

websites (pages .dev)

msedge.exs IMFO [ANY.RUN] Cloudflare Pages plaiform for frontend developers to collaborate and deploy

websites (pages .dev)
msedge.exe INFO [ANY.RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy
websites (pages .dev)

msedge.exe INFO [AMY.RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy

websites (pages .dev)

msedge.exe INFO [ANY.RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy

websites (pages .dev)

msedge.exe ET INFO Observed Cloudflare Page Developer Domain {pages .dev in TLS SNI)

Al

svchost exe ET USER_AGENTS Micresaft Dr Watson User-Agent (MSDW)

Figure 9.4: ANY.RUN Threats TableProcess and Traffic Anomaly Detail

Threat indicators captured during sandbox execution. The Dr Watson

useragent pattern on svchost.exe, if present here, would further confirm a shared

C2 beacon across all Cloudflare Pages targets in this campaign.




Target 10 http://enuphuuldwaletus.pages.dev

The HTTP variant of enuphuuldwaletus.pages.dev was submitted as a parallel target
to the HTTPS version documented in Target 9. This target is assessed as sharing identical

infrastructure and threat classification with Target 9. The HTTP submission ensures that

any content served over the unencrypted channel is captured independently, accounting for

the possibility that the threat actor has configured distinct responses for HTTP versus

HTTPS requests. Both variants are to be treated as active malicious indicators.

z & hittpy/fen-uphuuld-walet-us pages.dev/.

Figure 10.1: VirusTotalenuphuuldwaletus.pages.dev HT TP (Detection Summary)

HTTP variant submitted to capture protocol specific behavioral differences.
This target shares infrastructure and threat classification with Target 9 and should

be blocked alongside its HTTPS counterpart.




INetwork activity B Addiorpriming <

71

HTTP requests

PID Process HTTP Code IP Reputation
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150.171.27.11:443 https: fedge_microsoft.com/abusiveadblocking /api /vl /bl
ocklist
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YrHG4AQUBG%2B2v 2B X03L=02d3 30 hNYhHOGUCEZ
MAAAAGBEIMMCOVEGsAAAARAAYRID

Figure 10.2: ShodanCloudflare CDN Infrastructure (pages.dev HITP Variant)

Infrastructure analysis of the HTTP variant’s serving IP. Cloudflare CDN
node confirmed. The HTTP variant may expose unencrypted traffic that reveals

additional behavioral indicators not visible in HTTPS sessions.

Threats

FID Process Message

4112 msadge exe icis INFO [ANY_RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy
websites (pages .dav)

INFO [ANY_RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy
websitas (pages .dav)

ET INFO DN Query to Cloudflare Page Developer Domain (pages .dev)

INFO [ANY.RUN] Cloudfiare Pages platform for frontend developers to collaborate and deploy
websites (pages .dav)

INFO [ANY_RUN] Cloudflare Pages platform for frontend developers to collaborate and deploy
websitas (pages .dav)

msadge.exe vl ET INFO Observed Cloudfizre Page Developer Domain (pages .dev in TLS SNI)
meedge.exe iz INFO [ANY.RUN] Cloudfiare Network Emer Logging {NEL)
mzadge exe i INFO [ANY RUN] Cloudflare Metwork Emor Logging (MEL)

svchostexe ET USER_AGENTS Microsoft Dr Watson User-Agent (MSDW)

Figure 10.3: ANY.RUN Sandbox Analysisenuphuuldwaletus.pages.dev HTTP

Full sandbox behavioral analysis for the HTTP variant. The higher

TCP/UDP connection count observed in HTTP variants across this campaign is

consistent with Cloudflare’s HTTP multiplexing behavior.
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Target 11 https://flintbrowser.pages.dev/

flintbrowser.pages.dev is a Cloudflare Pages hosted domain that departs from the
wallet and financial service impersonation theme observed in the other pages.dev targets.
The name "flint browser" evokes a web browser product, suggesting that this domain may
be designed to impersonate a browser download page, a browser extension installation
portal, or a fake browser update prompt all well established vectors for malware delivery
and credential theft. Browser themed phishing pages are particularly effective because they
can be constructed to appear as official browser update notifications, which many users

have been conditioned to trust and act upon immediately.

This domain may serve as a distinct stage within the campaign designed to target
users who are directed here through a different lure mechanism than the wallet and delivery

service themes used elsewhere.

Z o hitps:/ffintbrowser.pages.dev/

DETECTION DETAILS COMMUNITY

Join our Community and enjoy additional community insigt

Security vendors' analysis ()

Abusix lean Acronis
ADMINUSLabs lean AlLabs (MONITORAPP)
Alienvautt lean Antiy-AVL

benkow.cc lean BitDefender

BlackList lean Blueliv

EmergingThreats

Figure 11.1: VirusTotalflintbrowser.pages.dev (Detection Summary)

The browser themed lure name departs from the wallet/payment pattern of
other campaign targets, suggesting this domain may target a different victim
segment via a fake browser update or extension installation prompt.
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Figure 11.2: ShodanCloudflare CDN Infrastructure (flintbrowser.pages.dev)

Cloudflare Pages CDN confirmed as serving infrastructure. The shared CDN

environment is consistent with all other pages.dev targets in this campaign,

confirming a unified hosting strategy.
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PID Process Method HTTP Code IP URL

MoUsoCoreWork  GET il 2.16.164.120:80 hitpo/erl. microsoft com,/pkifery products/MicRooCerAut2
erexe 011_2011_03_22 c

msadge exe G 3 18B.114.97.12:443 https: /i flintbrowser. pages.dev/assets/ flint-logo-
DuwEEINe png

microsoft.com/ pkiops,crl/MicSecSerZAZ011
o
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Figure 11.3: ANY.RUN Network Activityflintbrowser.pages.dev

27




Network traffic generated during sandbox execution of the browser themed

phishing page. HTTP request count and external resource loading patterns may

differ from wallet themed targets due to different page content.

Threats

FID

6844

Process Message

msadge e IMFO [ANY RUMN] Cloudfiare Pages platform for frontend developers to collaborate and deploy

wehbsitas (pages .dev)

INFO [ANY.RUN] Cloudfiare Pages platform for fromtend developers to collaborate and deploy
websites (pages .dev)

ET INFQ Observed Cloudflare Page Developer Domain (pages .dev in TLS SMI)

ET INFO DNS Query to Cloudflare Page Developer Domain (pages .dev)

il
§ ] L

INFO [ANY.RUN] Cloudfiare Pages platform fior frontend developers to collaborate and deploy
wehbsites (pages .dev)

i

IMFO [ANY RUMN] Cloudfiare Pages platform for frontend developers to collaborate and deploy
wehsitas (pages .dev)

ET INFO Supabasze Development Platform Related Domain in DNS Lookup
ET INFO Supabase Development Flatform Related Domain in DNS Lookup
ET INFO Observed Online Application Hosting Domain (supabase .coin TLS SNI)

INFO [ANY.RUM] Attempting to access raw user content on GitHub

THIN

IMFO [ANY.RUM] Attempting to access raw user content on GitHub

|

IMFO [ANY RUMN] Cloudflare Metwork Emor Logging (MEL)

INFO [ANY.RUN] Cloudfiare Network Emor Logging (MEL)

ET INFO Dbserved Online Application Hosting Domain (=

1

Figure 11.4: ANY.RUN Network Activity Summaryflintbrowser.pages.dev

Summary metrics from the ANY.RUN session. Threat indicator count and

connection volume provide a behavioral fingerprint for this target that can be

compared against the other pages.dev domains.




Target 12 https://cadastrolimpaa.shop/

cadastrolimpaa.shop is a .shop TLD domain whose name combines the Portuguese
word ‘"cadastro" (registration) with "limpaa"a variant spelling of "limpa"
(clean/clear)evoking the "Limpa Brasil" civic branding that also appears in the campaign's
Netlify entry point (informacoeslimpabrasil2026.netlify.app). This naming pattern
suggests a deliberate thematic link between this domain and the primary phishing entry
point, indicating that cadastrolimpaa.shop may serve as an alternative or backup landing
page for the same campaign, routing victims who arrive through different email lures to a

registration or data collection form.

The use of the.shop TLD is consistent with the campaign's broader domain
infrastructure, which relies heavily on .shop domains for its final credential harvesting

stages.

Figure 12.1: VirusTotalcadastrolimpaa.shop (Detection Summary)

This .shop domain mirrors the Limpa Brasil branding of the Netlify entry
point (informacoeslimpabrasil2026.netlify.app), indicating it functions as an

alternative or backup phishing landing page within the same campaign.




amnskar

'88.80.17.163 NN

@& General Information

Welcome to nginx!

[ro— /7 443 S TCP
Stockholm Apache httpd

. Motorista Parceiro
PRQ Dynamic VPN network
Fredrik Holmaquist

AS33837

Figure 12.2: Shodancadastrolimpaa.shop Infrastructure Analysis

Shodan analysis of the .shop domain’s serving IP reveals the hosting

provider and open ports. Unlike the Cloudflare Pages targets, .shop domains

typically resolve to dedicated or shared hosting infrastructure.
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HTTP requests

PID Process Method HTTP Code IP

- - GET 2000 162.159.142.9:80 ) igicert.com/MFEWTzENME=w!
CGoUABBTrrydRyt=2BADF3GSPypfHExRS
hoeiuMkHMEWNDYimBSEYCEATxtABBmy10j
Ti%3D

204.79.197.203:80 http/foneocep.microscft.comfocsp/MFQwUEQMESwTD
AJBgUrDgMCGgUABBOEL3 %2 \DKANEY2ZGEXzVa
YrHG4AQURS BX03l 230JhNYhHOoUCEZ
MAAAAGDGIMMCOVRE: \AAARYRID

Tz chrome.exe G 20 142.231.141.131:443 https:/fclientservices googleapis.com/chrome-
variations/seed?

cename=win&channel=stable&milestone=133

72 chrome.exe G 20 142.251.110.100:80

Figure 12.3: ANY.RUN Network Activitycadastrolimpaa.shop
30




Sandbox execution captures the full behavioral profile of this registration

themed phishing page. The network traffic pattern will reveal whether this page

redirects to the same credential harvesting backend as other campaign targets.

Threats

PID

3044

Process

svchostexe

Message

ET USER_AGENTS Microsoft Dr Watson User-Agent (MSDW)

Figure 12.4: ANY.RUN Network Activity Summarycadastrolimpaa.shop

Summary metrics for this .shop phishing domain. Connection volume and

threat count provide comparative data against the pages.dev targets and help

establish the behavioral baseline for the .shop domain cluster.




Target 13 https://livreacessofeirao.shop/inicio/

livreacessofeirao.shop functions as an intermediate redirect node within the attack
chain, bridging the gap between the initial Netlify entry point and the final credential
harvesting .shop domains. The domain name translates from Brazilian Portuguese as "free
access fair entry" a phrase consistent with promotional language used in Brazilian
automotive or employment fairs (feirdo), suggesting the target demographic of Brazilian
gig economy workers. The path element /inicio/ (meaning "start" or "beginning'")

reinforces the domain's role as an entry gateway within the redirection chain.

VirusTotal Analysis

VirusTotal analysis of this URL returned a detection ratio of 1 out of 95 vendors,
with ESET identifying it as a phishing page. The extremely low detection ratio lower even
than the Netlify entry point reflects the domain's role as an intermediary redirect rather than
a final payload server, meaning it handles less traffic and has accumulated fewer threat
reports. Nevertheless, ESET's identification is significant, as ESET has demonstrated
consistent accuracy in flagging Brazilian phishing infrastructure throughout this

investigation.

Figure 13.1: VirusTotallivreacessofeirao.shop/inicio/ (1/95 Detections, ESET Phishing)

Despite only one vendor flagging this URL, ESET’s detection is highly
significant ESET has demonstrated consistent accuracy in identifying Brazilian
phishing infrastructure throughout this investigation.
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Figure 13.2: ANY.RUN Network Activitylivreacessofeirao.shop (68 HTTP, 48 DNS, 1 Threat)

The elevated HTTP request count (68) relative to the Netlify entry point (43)
reflects this domain’s role as an intermediate redirect node loading assets from the

final phishing infrastructure during the handoff.

ANY.RUN Sandbox Analysis

Dynamic analysis of this domain recorded 68 HTTP requests, 48 DNS queries, and 52

TCP/UDP connections, with one threat indicator flagged. The notably higher HTTP request

count compared to the Netlify entry point (43 HTTP) reflects the increased resource
loading associated with the intermediate redirect page, which begins fetching assets from
the final phishing infrastructure as part of the redirection handoff. The Suricata IDS alert
captured during this session flagged svchost.exe for generating anomalous traffic
consistent with the Dr Watson useragent pattern observed across multiple sandbox runs in

this investigation.




Target 14 http://60.23.236.125:35619/i

This target is a direct IP based URL serving content over a nonstandard high port
(35619), a pattern strongly associated with botnet payload distribution and command and
control infrastructure that deliberately avoids standard web traffic ports to evade network
monitoring. The IP address 60.23.236.125 represents a departure from the phishing focused
infrastructure documented in the preceding targets this endpoint is associated with the Mozi
botnet, a peertopeer malware network that uses the BitTorrent DHT protocol for

decentralized command and control communication.

VirusTotal Analysis

VirusTotal analysis of this URL returned a detection ratio of 11 out of 95 vendors.
Community intelligence contributed by Cluster25, a threat intelligence firm, specifically
attributes this IP to Mozi botnet activity. The content type returned was application/zip,
confirming that this endpoint is actively serving a compressed malware payload rather than
a web page. The Mozi botnet is a well documented P2P botnet that primarily targets [oT
devices and routers, recruiting them into a distributed network used for DDoS attacks,
cryptocurrency mining, and data exfiltration. Its presence in this investigation indicates
that the broader threat ecosystem associated with this campaign extends beyond phishing

to include botnet infrastructure.

ANY.RUN Sandbox Analysis

Sandbox analysis associated with this Mozi infrastructure recorded 51 HTTP
requests, 50 DNS queries, and 113 TCP/UDP connections the highest connection count of
any target in this investigation. The elevated TCP/UDP connection count is characteristic
of P2P botnet behavior, where the infected node attempts to establish connections with a
large number of DHT peers simultaneously. The Suricata alert captured during the session

flagged MoUsoCoreWorker.exe for generating anomalous traffic, consistent with the




Windows Update Orchestrator process being leveraged as a masquerade for botnet C2

communications.

Figure 14.1: VirusTotal60.23.236.125:35619/i (11/95 Detections, Mozi Botnet)

Cluster25 intelligence specifically attributes this IP to Mozi botnet activity.
The application/zip content type confirms active malware payload delivery rather

than a phishing pagea significant escalation in threat type.

271.12.137.213

“ China, Changging

Figure 14.2: VirusTotal Community IntelligenceCluster25 Mozi Botnet Attribution Detail

The Cluster25 community contribution provides critical attribution context,

confirming Mozi P2P botnet classification. This intelligence should be cross-

referenced with other threat intelligence platforms to confirm attribution.
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Figure 14.3: ANY.RUN Network Activity60.23.236.125 (51 HTTP, S0 DNS, 113 TCP/UDP)

The 113 TCP/UDP connections represent the highest connection count in

this investigation, characteristic of Mozi’s P2P DHT protocol attempting

simultaneous connections to multiple botnet peers.




Target 15 http://110.37.111.110:37136/i

This target is a second Mozi botnet node, operating on a different nonstandard port (37136)
and presenting a significantly higher VirusTotal detection ratio than the first Mozi node
identified in Target 14. The use of multiple IP addresses and port combinations is a standard
Mozi operational pattern, designed to maintain botnet resilience through redundancy if one
C2 endpoint is blocked, the distributed DHT network routes communications through

alternative nodes.

VirusTotal Analysis

VirusTotal analysis returned a detection ratio of 21 out of 95 vendors, the highest of any
[P based target in this investigation. In addition to Mozi botnet attribution, community
intelligence for this [P documents 30 brute force events, including 15 Telnet login attempts
and 15 Telnet service probes, with a first seen date of March 11, 2026. This timeline places
the brute force activity more than three weeks before the phishing campaign's primary
operational window (April 5-8, 2026), suggesting that this infrastructure was being
actively used to compromise additional [oT devices to expand the botnet's reach in

preparation for or in parallel with the phishing campaign.

Figure 15.1: VirusTotal110.37.111.110:37136/i (21/95 Detections, Mozi Botnet)
37




With 21/95 detections, this is the highest detection ratio for any IP based

target in the investigation. The 30 documented brute force events and Telnet

probes confirm active reconnaissance activity predating the phishing campaign.

271.12.137.213

“0 China, Changging

Figure 15.2: VirusTotal Community Intelligence Cluster25 Mozi Botnet Attribution Detail




Target 16 http://39.74.83.3:52343/i

This target is a direct IP based URL associated with FTP brute force attack infrastructure
operating from China. The IP address 39.74.83.3 is hosted by China Unicom Shandong
and is geographically located in Shanghai. Like the Mozi botnet nodes, this endpoint uses
a nonstandard high port (52343) to avoid standard port monitoring. The presence of an FTP
service on this host, combined with the brute force indicators observed during analysis,
suggests that this server is being used to compromise FT accessible systems as a method

of expanding the threat actor's infrastructure or establishing footholds for data exfiltration.

VirusTotal Analysis

VirusTotal analysis of this URL returned a detection ratio of 2 out of 95 vendors,
classifying the endpoint as malware. The low detection ratio reflects the infrastructure's
relative novelty in threat databases and the use of a nonstandard port that limits automated

scanning coverage.

Shodan Infrastructure Analysis

Shodan analysis of IP 39.74.83.3 confirms an open FTP port (21) on the host, with the
server returning an FTP response of "421 Login Incorrect." This response code is a known
indicator of active FTP brute force activity, where an automated attack tool is cycling
through credential combinations and triggering repeated authentication failures. The host
is registered to China Unicom Shandong, a Chinese ISP commonly associated with

compromised or abuse prone hosts in threat intelligence databases.




Figure 16.1: VirusTotal39.74.83.3:52343/i (2/95 Detections, Malware Classification)

The low detection ratio reflects this endpoint’s relative novelty in threat
databases. The nonstandard port (52343) limits automated scanning coverage,

explaining why only 2 vendors have flagged this URL.

39.74.83.3 | crotir rar=ton prein 1
@ General Information
China Unicom Shandong province network

CHINA UNICOM Chinal69 Backbone

AS4837

Figure 16.2: ShodanIP 39.74.83.3 (China Unicom Shandong, FTP Port 21 Open)

Shodan confirms an open FTP port (21) returning a 421 Login Incorrect

response known indicator of active FTP brute force activity. China Unicom

Shandong is frequently associated with abuse prone infrastructure.




Target 17 http://45.156.87.253/main_mpsl |
http://45.156.87.253/main_m68k

Target 17 encompasses two URLs hosted on the same IP address (45.156.87.253), each
serving a distinct malware binary compiled for a different processor architecture. The
filenames are highly informative: "main mpsl" refers to the MIPS Littleendian
architecture, commonly found in consumer grade routers and network equipment, while
"main_m68k" refers to the Motorola 68000 architecture, found in older embedded and IoT
devices. The deliberate compilation and hosting of architecture specific binaries is a
hallmark of sophisticated IoT malware campaigns, where the attacker precompiles variants
for each target architecture to maximize the range of vulnerable devices that can be

compromised.

VirusTotal Analysis

VirusTotal analysis of the main m68k endpoint returned a detection ratio of 5 out of 95
vendors. Community intelligence for this IP documents Telnet brute force IoT login
attempts, establishing that the host is actively being used to scan for and compromise IoT
devices via default or weak Telnet credentials. The main mpsl endpoint carries a shared
infrastructure classification with main_m68k, as both files originate from the same host.
The low detection ratio for these binaries reflects the limited coverage that consumer facing

antivirus engines provide for compiled binaries targeting nonx86 architectures.

Shodan Infrastructure Analysis

Shodan analysis of IP 45.156.87.253 places the host in the Netherlands, operated by
SkyLink Data Center. The host presents an open SSH port (22), which combined with the
active Telnet brute forcing behavior and IoT malware hosting, presents a profile consistent
with a VPS used as a staging server for botnet recruitment operations. The Netherlands

jurisdiction provides the threat actor with a hosting environment that is geographically




removed from the primary target region (Brazil) and the other malicious infrastructure

nodes (Sweden, China, Switzerland).

hittp:/[45.156.87.253/main_m6ek
45.156.87.253

2026-04-02 1328 UTC and last active on 2026-04-02 16:53 UTC. Observed activity incluides: telnet activity detected (3 events); Telnet brute-force login attem pts [often targeting loT devi es) (3 events). Reported by

ADMINUSLabs

Figure 17.1: VirusTotal45.156.87.253/main_m68k (5/95 Detections, IoT Malware)

The Motorola 68000 architecture target (main_mo68k) serves older
embedded and [oT devices. The low detection count reflects poor antivirus
coverage for nonx86 compiled binaries known blind spot in consumer security

tools.

45' 1 56'87'253 B8 Regular’\:fiiew ar > Raw D;E':;;{‘n ":l)"ﬁrr_léglli.ne i @T;Roé £
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Figure 17.2: ShodanIP 45.156.87.253 (SkyLink Data Center, Netherlands, SSH Port 22)

The Netherlands VPS location provides geographical distance from the
Brazilian target region. The open SSH port combined with active Telnet brute

forcing establishes this as a multipurpose botnet staging server.
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Target 18 http://185.208.159.132/harm7

This target is the first of four malware endpoints hosted on IP 185.208.159.132, a server
located in Bern, Switzerland, operated by Global Data System IT Corporation. The
filename "harm7" refers to a binary compiled for the ARMv7 architecture the processor
architecture found in the majority of modern smartphones, single board computers (such
as Raspberry Pi), network equipment, and a wide range of [oT devices. ARMv7 is one of
the most prevalent embedded architectures globally, making a binary targeting this

architecture capable of infecting an exceptionally broad range of devices.

VirusTotal Analysis

VirusTotal analysis of the harm7 endpoint returned a detection ratio of 13 out of 95
vendors. The detections classify the binary as malware consistent with IoT botnet
recruitment payloads. The 185.208.159.132 host carries a self signed SSL certificate and
presents an unusual combination of open ports22 (SSH), 135, 445 (SMB), 3389 (RDP),
and 5985 (WinRM)on what Shodan identifies as a Linux system. The presence of Windows
specific service ports (SMB, RDP, WinRM) on a Linux host with a self signed certificate
is a strong indicator of either a compromised system, a dual boot configuration, or a
deliberately misconfigured server used to evade detection while serving as a multipurpose

C2 and malware distribution node.




Figure 18.1: VirusTotal185.208.159.132/harm7 (13/95 Detections, ARMv7 IoT Binary)

ARMV7 is the most prevalent embedded processor architecture globally,
making this binary capable of infecting the widest range of devices including

routers, [P cameras, and singleboard computers.
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Figure 18.2: ShodanIP 185.208.159.132 (Bern, SwitzerlandS Open Ports)

Windows specific service ports (SMB 445, RDP 3389, WinRM 5985) on a
Linux system with a self signed certificate is a strong indicator of a compromised

system or deliberately misconfigured multipurpose C2 server.




Target 19 http://185.208.159.132/arm6

The arm6 endpoint on 185.208.159.132 serves a malware binary compiled for the ARMv6
architecture. ARMv6 is an older ARM instruction set variant found in first generation
Raspberry Pi devices, older smartphones, and certain embedded network equipment. Its
inclusion alongside the ARMv7 binary on the same server confirms that the threat actor is
systematically targeting a wide range of ARM based devices, prioritizing broad coverage
over architecture specific optimization. The parallel hosting of arm6 and harm7 on the
same server with matched detection ratios confirms a deliberate multiarchitecture payload

strategy.

VirusTotal Analysis

VirusTotal analysis of the arm6 endpoint returned a detection ratio of 13 out of 95 vendors,
identical to the harm7 endpoint. The matched detection ratios across both ARM variants
confirm that the binaries are recognized as part of the same malware family by the detecting
vendors. Both endpoints share the same hosting infrastructure on 185.208.159.132, and
their analysis should be considered in conjunction with the Shodan infrastructure findings

documented under Target 20.

Figure 19.1: VirusTotal185.208.159.132/arm6 (13/95 Detections, ARMv6 Binary)




The matched detection ratio with harm?7 (13/95) confirms both ARM
variants are recognized as the same malware family. Parallel hosting of ARMv6

and ARMv7 binaries confirms a systematic multiarchitecture targeting strategy.
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Figure 19.2: ShodanIP 185.208.159.132 SSH Key and Port Configuration Detail

The selfsigned SSL certificate observed alongside open Windowsspecific

ports (RDP, SMB) on a nominally Linux host eliminates any possibility of

legitimate enterprise use and confirms a dedicated malicious infrastructure node.




Target 20 http://185.208.159.132/hmips

The hmips endpoint represents the third malware binary hosted on 185.208.159.132,
compiled for the MIPS architecture. "hmips" likely stands for "hard float MIPS"a MIPS
variant with hardware floating-point support though it may also refer to big-endian MIPS
(MIPSBE), which is the architecture used in many enterprise grade routers, cable modems,
and network attached storage devices. The targeting of MIPS alongside ARM architectures
confirms that this server is functioning as a comprehensive botnet recruitment payload
server, hosting binaries capable of infecting virtually the full spectrum of IoT and

embedded device types encountered on consumer and enterprise networks.

VirusTotal Analysis

VirusTotal scan results for the hmips endpoint are pending at time of report compilation.
Based on the consistent 13/95 detection ratios observed across the harm7 and armé6
endpoints on the same server, the hmips binary is assessed as high confidence malware
sharing the same threat family classification. The Shodan infrastructure analysis

documented below applies to all endpoints hosted on 185.208.159.132.

Figure 20.1: VirusTotal http://185.208.159.132/hmips




Shodan Infrastructure Analysis

Shodan analysis of IP 185.208.159.132 reveals a host in Bern, Switzerland operated by
Global Data System IT Corporation. The server presents five open ports: 22 (SSH), 135
(Microsoft RPC endpoint mapper), 445 (SMB), 3389 (RDP), and 5985 (WinRM/HTTP).

The combination of Windows specific service ports on a system identified as running

Linux, together with a selfsigned SSL certificate and the active hosting of multiple malware

binaries, presents an extremely high risk profile. The Microsoft HTTPAPI banner observed
on the WinRM port further supports the assessment that this is either a compromised
Windows system, a system running both Linux and Windows workloads, or a deliberately
configured C2 server designed to present Windowlike services as a deception layer. The
self signed certificate eliminates the possibility that this is a legitimate enterprise server, as

legitimate servers in this category would invariably use commercially issued certificates.
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Figure 20.2: ShodanIP 185.208.159.132 SSH Key and Port Configuration Detail




Target 21 http://185.208.159.132/arm7

The arm7 endpoint is the fourth malware binary hosted on 185.208.159.132. Unlike the
"harm7" endpoint which likely refers to "hard float ARMv7," the "arm7" designation
without the "h" prefix suggests a soft float ARMv7 binary variant compiled without
hardware floating-point support, broadening compatibility to older or stripped down
ARMvV7 devices that do not expose hardware FPU instructions. The deliberate provision
of both hard float and soft float ARMv7 variants on the same server represents a level of
operational sophistication that ensures maximum device coverage across the ARMv7
ecosystem, including legacy embedded systems that may not support the full ARMv7
EABI with hardware floating-point.

Figure 21.1: VirusTotal http://185.208.159.132/arm7

VirusTotal Analysis

VirusTotal scan results for the arm7 endpoint are pending at time of report compilation.
Based on the established pattern of the 185.208.159.132 server where both the harm7 and
arm6 binaries returned identical 13/95 detection ratios the arm7 binary is assessed as high
confidence malware of the same family. The infrastructure analysis documented under
Target 20 applies fully to this endpoint. All four binary endpoints on 185.208.159.132
(harm7, arm6, hmips, arm7) should be treated as active malware distribution points and
their serving IP blocked at the perimeter firewall, with the additional recommendation to
monitor network traffic for outbound connections to port 22, 445, 3389, and 5985 on this
host.
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Conclusion

This investigation originated from a single low-confidence phishing URL hosted
on Netlify, initially detected by only 2 out of 95 VirusTotal engines. However, through
structured threat analysis and correlation, it evolved into the identification of a large-
scale, multi-layered threat campaign spanning 21 distinct indicators, geographically
distributed across multiple countries, and encompassing three primary threat vectors:

credential harvesting, IoT botnet propagation, and infrastructure brute-force activity.

The attacker heavily relies on trusted cloud services (Netlify, Cloudflare) to host

phishing pages. This allows the campaign to bypass traditional security tools, since

these platforms are usually considered safe. The phishing infrastructure also uses .shop
domains and domain shadowing, making it easy to replace blocked domains and stay

active.

In parallel, the campaign includes a malware operation targeting IoT devices,
using Mozi botnet techniques with decentralized (DHT-based) command-and-control.
Malware is prepared for multiple device types (ARM, MIPS), showing intent to infect a

wide range of systems.

A key finding is that signature-based detection failed at the early stage. Most
malicious URLs had very low or zero detection rates, meaning users could be exposed

before security tools react.
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